In this paper, we propose a robust hyper-chaotic system that is practically serviceable in digital secure-communication. The system consists of many coupled robust logistic maps that forms a hyper-chaotic system. The system has a very large key space which grows along with the system precision. Moreover, it has higher degree of complexity than traditional discrete-time secure-communication systems because the former uses multiple coupled chaotic maps rather than a single one.
third type is a combination of the two types mentioned above [5] . It should be noted that these three methods essentially use still a one-dimensional system with only one positive Lyapunov exponent. This feature limits the complexity of the chaotic dynamics.
Yet, one more issue is raised byÁlvarez [13] who pointed out that the usable region of parameter value is a weakness of the discrete-time chaos synchronization system. The chaotic behavior of the system is dependent on the parameters. Unfortunately, all parameters are not equally strong. Some of them will result in window. Note that here a window is defined as the chaotic orbit of a nonlinear system visualized as periodic on computers (see e.g. [17, p. 356] ). The remaining parameter space may easily be attacked by brute-force enumeration method because the parameter space is so small.
From our review of previous work, we derive that to effectively use chaotic maps in the digital encryption, a system must meet the following three criteria. First, the length of digital precision must be long enough to prevent the system from being attacked by state enumeration. Second, the parameter space must be large enough for practical use. Finally, the re-construction of the chaotic system must be infeasible using current computation technology.
To solve these problems, we propose a Robust Hyper-Chaotic Encryption-Decryption System (RHCEDS) for secure communication. RHCEDS consists of two Robust HyperChaotic Systems (RHCS) for Transmitter and Receiver, respectively. An RHCS is constructed by coupling robust logistic chaotic maps, one carrier map and several hidden maps, so that it has more than one positive Lyapunov exponents. Thus, the RHCS has higher degree of complexity than traditional discrete-time secure-communication systems because the former uses multiple coupled chaotic maps rather than a single one [12] . The new proposed system RHCEDS has a large parameter space which grows along with the system precision. Hence, the re-construction of our system is not feasible by current computation technology. Furthermore, the complexity is also flexible depending upon application requirements. The statistical analysis of RHCS shows that the system achieves very high secure level. Moreover, the system with high precision can be easily realized by low cost hardware.
The rest of the paper is organized as follows. In Section 2, the general securecommunication scheme is shown. In Section 3, our target system RHCS and Encryption-Decryption scheme RHCEDS will be presented. In Section 4, the cryptanalysis will show that our system is practically serviceable in secure communication. In Section 5, we present hardware implementation to demonstrate our RHCEDS. Finally concluding remarks are given in Section 6.
2 General Secure-Communication Scheme In this research, we will develop a cryptograph for digital data Encryption/Decryption.
The input is from the step of Source Encoding and the output is sent to the step of Channel Encoding & Modulation.
Robust Hyper-Chaotic Encryption-Decryption System
The crypto system is defined as the communication between Encryption layer and Decryption layer in a general secure-communication scheme. An architecture of crypto system is shown in Figure 3 .2. Given an initial vector
n ] ⊤ , and parameters including an n-by-n stochastic matrix C = [c ij ] and a chaotic parameter vector r = [γ 1 , . . . , γ n ] ⊤ , where
} , γ i ≥ 4 for i = 1, . . . , n and 0 < c ij < 1 for i, j = 1, . . . , n., RHCEDS is constructed by two RHCSs, named by F and G, respectively. At the encryption end, masking sequence z (i) is generated by the system F (r, x) and used for encrypting the plaintext p (i) . At the decryption end, Receiver recovers the plaintext from ciphertext c (i) by removing the maskz (i) generated by the system G(r, y).
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Robust Logistic Map
Before introducing RHCS, we present a robust logistic map which is developed from a classical logistic map.
A classical logistic map, L, is defined by
where γ is a parameter and 0 ≤ γ ≤ 4. In equation (3.1), when 3.57 < γ ≤ 4, the generated sequence is non-periodic and non-converging. However, the parameters γ that result in windows of equation In order to increase the parameter space and to have a uniformly distributed map, a robust logistic function is proposed as follows:
where
[w] is the greatest integer less than or equal w. A robust logistic map is then defined by 
Construction of Robust Hyper-Chaotic System
Our robust hyper-chaotic system F is defined by
is the robust logistic map defined in equation (3.2), and
is a positive stochastic coupling matrix with all elements 0 < c ij < 1 and
The masking sequence is defined by
The system G is also an RHCS defined by
The unmasking sequence is defined bỹ
Note that F and G are hyper-chaotic systems in x (i) and y (i) , respectively, with the same parameters of C and r.
RHCS (F or G)
is constructed by n-coupled robust logistic maps and each robust logistic map in the system has its own positive Lyapunov exponent. To understand if the dimension of the whole system in terms of the number of positive Lyapunov exponents is indeed increasing, we analyze the RHCS by numerical method. Since the higher dimension of the system, the more positive Lyapunov exponents the RHCS has. Hence, we expect that the behavior of the output masking sequence (z (i) ) is more complex. The number of coupled robust logistic maps being set to 2 (i.e., n = 2) is taken as our example. In this case, there are two parameters γ 1 and γ 2 for two robust logistic maps. In , In order to encrypt and decrypt information correctly, the masking sequence z (i) must be identically synchronized to the unmasking sequencez (i) . We first randomly create an initial vector x (0) of Transmitter, and then send it to Receiver by replacing its initial vector y (0) by x (0) . After this step, it holds that z (i) =z (i) for i > 0. Then RHCEDS is ready for information transmission. On the other hand, if the bandwidth of the channel is just only one component of x (0) , then n steps are required to send n elements of the initial vector to Receiver. Therefore, after n steps, the vector y (0) will be equal to x (0) .
Encryption & Decryption
In our secure communication RHCEDS, the masking sequence of system F will be used as a mask to encrypt plaintext. In other words, the cryptograph system is similar to an one-time-pad block cipher. In this case, the randomness of the masking sequence directly affects the secure level of the system. To enhance the randomness of the masking sequence, the ℓ most significant digits is hidden in the communication, that is, these ℓ digits are dropped and not used in the encryption. The more hidden digits are used, the more difficult to analyze the encrypted information. However, the increased security is at the expense of more computing resource. In our experiment result, hiding two-digits is found to have good randomness, which is examined by a random number testing package, NIST SP 800-22 [19] .
In summary, our secure communication system, RHCEDS, is implemented as follows.
In Transmitter:
We use m digits to represent all real numbers in the system F including parameters r and C, and the initial vector x (0) . Given d = m − ℓ ∈ N, for i ≥ 1, the plaintext p is decomposed into a sequence of {p (i) } with the length of each p (i) equal to d digits. The encryption process is as follow:
where ⊕ is an XOR operation, and ⌊x⌋ ℓ means dropping the first ℓ digits from x.
In Receiver:
In Receiver, the decrypted sequence,p, is as follow:
Since systems F and G have the same initial vector and z (i) =z (i) , we can correctly decode ciphertext, that is,p = p.
From the above descriptions, the properties of RHCEDS can be summarized as follows:
• There are n 2 selections of parameters to form r and C. The large parameter space makes the attacking by brute-force enumeration infeasible.
• For the same plaintext, the crypto system can generate different ciphertexts with different initial vectors.
• In-complete carrier map is transmitted in the public channel. Therefore, it is hard to re-construct the map even under the assumption of "chosen plaintext" attack.
Cryptanalysis of RHCDES
The cryptanalysis of our system will be based on an example where the precision of a number is 48-bits, and the number of coupled robust maps is 2. With n = 2, the masking stream generator F is shown in equation (4.7).
),
).
(4.7)
Key Space
Attackers may construct a chaotic map by identifying its unique orbit if the key space is small. Therefore, the parameter space must be large enough for practical use.
According to the bifurcation diagram in Figure 3 .7 and Lyaponov exponents in Figure 3.6, we found that our robust logistic map has no windows when γ ≥ 4. Therefore, we can judiciously choose a stochastic matrix C and r to create an n-dimensional system with at least two positive Lyapunov exponents. That is, the system (3.3) has no window, which guarantees that there is no scruple by picking the parameters to construct a hyperchaotic system. Furthermore, the parameter space of the system (3.3) is large enough for any practical application. For example, in equation (4.7), there are four parameters c 11 , c 22 , γ 1 and γ 2 and the total number of parameters that can be selected is 2
This parameter space is much larger than 2 100 which is the suggested size for parameter selection in [13] .
Re-construction
Attackers may plot the map by analyzing output sequences of a chaotic map. Unrolling a system is a method to compute the values of unknown parameters. In our system, for example, when i = 1, equation (4.7) has five unknown variables, γ 1 , γ 2 , c 11 , c 22 and x
2 . Unrolling the system to i = 4, attackers will have eight equations with additional three unknown variables, x that re-construction of RHCS is infeasible using current computation technology.
Statistical Analysis
To test the randomness of the output sequence, SP800-22 testing package [19] is used in our analysis process. The masking sequence of the system F is x
where the most significant 2 digits of the x 1 (i) are dropped. Each test will produce a "p-values" from SP800-22 testing package. The higher p-value (a minimal default value is recommended by 0.01), the more random the test case. The test is conducted by fixing γ 2 , c 11 , c 22 and varying γ 1 . Three γ 1 are selected. For each γ 1 , 100 sequences of 10 6 bits are fed to the testing package. In Table 4 .1, the second to fourth columns show the yield of different values of γ 1 . As suggested by SP800-22, for each statistical test, the minimum pass rate of a well random source is 0.96 out of 100 binary sequences. Obviously, the result shows our generated output sequences are indeed random. 5 System Demonstration
Architecture of Encryption System
To demonstrate the effectiveness of the system F , we implement it in hardware. The configuration of the system is selected as follow. The number of coupled robust logistic maps is 2. All real numbers in the system is represented by m = 12 digits and the number of hidden digits, ℓ is 2. Then, in hexadecimal representation (one digit is 4 bits), the system operates in 49 bits (1 bit for sign bit). With 2 hidden digits, the length of one masking stream is 40 bits. Hence, the plaintext sequence will be divided into segments of length 40 bits.
The data flow of system F is shown in Figure 5 .9. In this flow, 8 multiplications , respectively, for normalization operation.
] γ 2 and η 3 = cles to generate one mask. Besides the 49-bits two-stage multiplier, the system has two 49-bits registers,"RegA" and "RegB", for temporary data storage and four add/subtracters. Block "NEG" computes NEG(x) = 1 − x and block "IntCheck" is used to check if the input is in I int or not. The circuit is implemented in verilog format and synthesized with TSMC .13um process. Table 5 .2 shows the simulation result. In this demonstration, the Transmitter F achieves an encryption rate of 500 M bits per second based on the simulation of gate level netlist. 
Example
We use the following parameters to demonstrate the system F with n = 2. Table 5 .3 shows encryption result of the plaintext "The Digital Encryption." The plaintext is encoded into Ascii code format, and the data sequence will be encrypted by masking sequence which is generated by F with above parameters. The result also shows Receiver can recover the plaintext with parameters.
Conclusions
We have proposed a Robust Hyper-Chaotic Encryption-Decryption System composed of two RHCSs that is practically serviceable in digital secure-communication. An RHCS consists of n-coupled robust logistic maps and has a large parameter space which grows The Digital Encryption.
along with the system precision. Because multiple coupled robust chaotic maps rather than a single one are used, map re-construction of the RHCS system is not feasible by current computation technology. The result shows that the generated masking sequence has good randomness for stream cipher. Hardware demonstration shows that RHCS can be easily realized in hardware. With a two-stage pipelined architecture, RHCS encrypts plaintext at a rate of 500 M bps. In the future, optimization of the hardware architecture for RHCS and real chip verification will be studied.
